
Going quantum-resistant:
preparing IKEvѰ for the quantum era

Tobias Heider, Stefan-Lukas Gazdag
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Shor’s Algorithm
The end of hidden-subgroup cryptography
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IKE SA INIT

gx mod p, NonceI

gy mod p, NonceR

SKEYSEED =
hmac(NonceI | NonceR, gxy mod p)

fresh(x)

fresh(y)
gxy mod p

gyx
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Massive Mission Data Repository
NSA’s Utah Datacenter
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NIST PQC Competition
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Combined KE: An Example

1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Next: Nonce |C| RESERVED | Payload Length: 1314 Bytes |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Group: sntrup4591761x25519 | RESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| |
~ sntrup4591761 PK ~
| |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| x25519 PK |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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PQC IKEvѰ: IPv6 MTU
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PQC IKEvѰ: IPvѲ MTU
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Quantum-Resistant IKEvѰ

IKE_SA_INIT

IKE_INTERMEDIATE

IKE_AUTH

Alice Bob
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Quantum-Resistant IKEvѰ

SKEYSEED2 =
hmac(SKEYSEED, NonceI | NonceR | g

xy mod p)

SKEYSEED =
hmac(NonceI | NonceR, gxy mod p)
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Hybrid PQKE: Unresolved problems
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Ongoing work

Implementations
Expert Review
Formal Verification
NIST Standardization Process
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Resources

IETF draft: draft-tjhai-ipsecme-hybrid-qske-ikevѰ
Implementation: github.com/tobhe/iked
Plots: github.com/tobhe/pqplot

github.com/tobhe/iked
github.com/tobhe/pqplot

